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Abstract: As the combine of cloud computing and Internet breeds many flexible IT services, cloud computing becomes
more and more significant. In cloud computing, a user should be authenticated by a trusted third party or a certification
authority before using cloud applications and services. Based on this, a protocol composition logic (PCL) secure user au-
thentication protocol named UCAP for cloud computing was proposed. The protocol used a symmetric encryption sym-
metric encryption based on a trusted third party to achieve the authentication and confidentiality of the protocol session,
which comprised the initial authentication phase and the re-authentication phase. In the initial authentication phase, the
trusted third party generated a root communication session key. In the re-authentication phase, communication users ne-
gotiated a sub session key without the trusted third party. To verify the security properties of the protocol, a sequential
compositional proof method was used under the protocol composition logic model. Compared with certain related works,
the proposed protocol satisfies the PCL security. The performance of the initial authentication phase in the proposed
scheme is slightly better than that of the existing schemes, while the performance of the re-authentication phase is better
than that of other protocols due to the absence of the trusted third party. Through the analysis results, the proposed proto-
col is suitable for the mutual authentication in cloud computing.
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(Receive(A,{B, A,R' (K, A,T,,EXP}, i})),
Send(A4,{4,B,{R",,ID,,ID;,R",}.))
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DEC,REC

H(9)~(11),AF,,
ARP

9),5((10),
X(13),CP5
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Has(A4,K) A Has(A,{K,ID, R, T}}, )

0,04 lUCAR, 1, ActionInOrder(Send (A,{A,B,ID,.{R ,ID,,ID,}, })),
Receive(B,{4,B,ID,,{R,,ID,,ID;}, ¢}),
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Receive(S,{B,S,ID,,ID,,{R,,ID,ID;}, 5.Ty}, s.R,),
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Send(B,{B,S,IDy,ID ,,{R ,ID,,ID,}, . Ty}, <. Ry) A
After(Receive,(B,{R,,ID,,ID,} , ¢)), 7 7
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Receive(A,{S, A,{K,ID,,R,.T,,EXP}, ¢ {K,ID,,T,,EXP}, ¢,R,})
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